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CHECKLIST

Use-case: Securing Online Banking Accounts with
Minimal Tech Knowledge

Protecting your bank account with simple steps

Install a password manager like Bitwarden and generate unique 16+ character
passwords.

Stop saving banking passwords in your browser; use your password manager instead.

Enable app-based two-factor authentication (Google Authenticator) on your bank
account today.

Delete unnecessary apps from your phone and only download from official app
stores.

Install mobile security software like Malwarebytes Mobile ($12/year) on your
smartphone.

Never access your bank account on public Wi-Fi without a VPN connection.

Update your bank account recovery email and phone number in account settings.

Store your password manager master password and recovery codes on paper
securely.

Ask your bank to offer app-based 2FA if SMS is currently the only option.

Review your bank's backup recovery options and add a trusted contact if available.

Stop using SMS two-factor authentication and switch to authenticator apps
immediately.
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Read the full article: https://privacylabpro.com/blog/use-case-securing-online-banking-
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